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blocks” (usually 128 bits in size

= Way to apply unencrypted data (plaintext, PT)
to the cipher and use the output for to
produce ciphertext (CT) is called mode.
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location using Initialization vector, IV
= Otherwise ...
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= Feedback limits the speed

» 128 bits in the block / 10 rounds per block = 12.8 bits per
clock maximum = 1.28 Gbps at 100 MHz clock
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Based on location
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= Completely parallel, no speed limit
e 10-100 Gbps rates are easy even in FPGA

= “Narrow-block” (can independently rewrite as
few as 128 bits)

= 100% utilization, no extra storage space
required for IV



amperead wi without aecryption
 The need depends on the threats

* For flash memory, main threat is media
getting lost; tampering Is therefore not a
problem

= Authentication needs cryptographic
“checksum”, Message Authentication Code,

MAC — usually 128 bits




are used

* Modern high-speed method is Galois/Counter
Mode (GCM)

« Completely parallel, no speed limit

* Requires storage for 96 bit IV and 128 bit MAC
* Never reuse GCM |V with the same key

« Cannot use location as IV (unlike XTS)



e silicon cost is very low; scalable cores
start at just 15-20 thousands of ASIC gates
for multiple Gbps of throughput

= Or...



 http://en.wikipedia.org/wiki/Galois/Counter _Mode

= |P Cores, Inc. site:
 http://ipcores.com/xts_aes pl619 ip_core.htm

 http://ipcores.com/macsec_802.1ae_gcm_aes_Ip
core.htm
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