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..’,i},‘rléf. Mobility: Potential for Data Loss
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32% of employees didn’t report the loss or theft in a timely fashion
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* Risk Increasing Dramatically
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~200M laptops sold in 2009
637K laptops lost in US airports
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250M flash drives sold in 2009
65% capacity growth per annum

Nearly 440M smartphones by 2013 Majority of data breaches are internal
59% rate smartphone data as important 180M desktops and laptops retired annually
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1/15th as expensive
to prevent

Source: Gartner, Ponemon Institute
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Encryption is the only “safe 1/15th as expensive
harbor” to prevent

Source: Gartner, Ponemon Institute
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* Emerging Self-Encrypting Devices
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Secure, Removable Flash Storage Self-Encrypting SSD
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",u.w.‘w; History of TCG Opal
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* Cross-vendor compatibility * Highly portable

* In-built access controls

» Hardware-based, always-on
drive encryption

» Excellent performance

» On-board key generation and
storage

» Some vendors offer optional
management

* Hardware-based, always-on
drive encryption

+ Full data bus performance

* On-board key generation and
storage

» Standard interface for
application developers

* Support for user and
administrator accounts

* NIST-approved secure drive
erase

Secure USB Flas
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* Management Challenges
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Access recovery
= Policy management

= Reporting

* Pre-boot authentication with SSO
= Enforce usage
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Centralized Management

Device Control ‘ i
I Y ° ‘
Policies Reportin Removable
o o - . Storage
[

Key Requirements

* Policy management and administration n
« Compliance reporting n
+ Key escrow and recovery — ——
 Authentication with single-sign-on - - “"S,IF,.",,W
» Assisted and self-service access recovery

. . . . - Self-E ti
 Directory services integration bi%f;‘év?:rgE ° Drrii‘\:/:aysp "

» Lockout of non-reporting devices
* Device controls

* Integrated with existing encryption platform
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» Self-encrypting storage has lots of positive
benefits, but insufficient on its own

= Enterprise must combine software-based
management with self-encrypting storage

= Enterprises will be supporting hybrid
environments for the foreseeable future
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