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A Typical Modern Household
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Many screens, different business models, multiple service 
providers

MSO 

Proprietary 
CAS

Standard 
DRM

MNO 

Various content protection 
schemes

Telco/ISP 

Monthly subscription, Pay-per-view, Download-to-own, rentals…



Content Portability

• Resume viewing from the point you stopped viewing on your TV

TVMobile Device/Tablet

• View content from the mobile device on a large screen

Mobile Device/Tablet  TV/PC

• Transferring content between devices in separate locations

Sharing 
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A subset of 3 likely scenarios 



Barriers to content portability 

Network bottleneck
Smartphones place a massive 
burden  on 3G networks 

Global mobile data traffic will  
double every year through 
2014 

Different DRM 
Standards

Rights portability

No overarching DRM scheme 
with sufficient market 
traction, enabling seamless 
content portability 
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Flash memory…the ideal enabler

Massive capacity

Large enough to store HD movies

Cost effective

Personalized by the service provider

Using smart card like features

Application/Content platform

Can be preloaded with content, apps
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Security Requirements
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Security Requirement Security  Building Blocks

Secure Storage Module Partitioning

Stores the RO securely and partitioned separately 
for each DRM  scheme



Security Requirements
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Security Requirement Security  Building Blocks

Secure Storage Module, Secure Partitioning 

Stores recorded content encrypted by the 
applicable DRM scheme



Security Requirements
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Security Requirement Security  Building Blocks

Card crypto and MW to “hand shake” with host 
crypto and MW

Once MW is  installed on device (one time event) a 
Secure Tunnel is created between card & device



Security Requirements
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Security Requirement Security  Building Blocks

Multi-Scheme DRM with underlying crypto & 
MW Modules

Card contains all relevant DRM schemes



Security Requirements
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Security Requirement Security  Building Blocks

OS dependant software crypto and Middleware

Middleware module to be installed on viewing 
devices



Security Requirements
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Security requirement Security  Building Blocks

High performance decryption capabilities

Content is decrypted on the card (offload host)



CryptoFlash® Building Blocks
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Discretix at a Glance
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Shipping over 
Embedded Security for Multi Markets

Founded in 2000

VC backed - $25M in funding

90 employees (70+ in R&D)

Facts & Figures:

Security sub-system
Semiconductor IP

Content Protection
Software Client

Devices per month

Global presence



Discretix  Customers
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http://www.nxp.com/?gclid=CPS80din9ogCFRLKEAodNiYzuQ
http://images.google.com/imgres?imgurl=http://www.velocityjournal.com/images/logos/toyota.jpg&imgrefurl=http://www.velocityjournal.com/buyersguide/toyota/&h=308&w=400&sz=28&hl=en&start=2&sig2=evfXLb8rOCUUqeEr28uH2g&um=1&tbnid=WA60rw2Sf2-fXM:&tbnh=95&tbnw=124&ei=K1FqSOfTDpqUwQGHlNGeDA&prev=/images?q=Toyota+&um=1&hl=en&rls=com.microsoft:en-us&sa=N
http://www.symwave.com/index.shtml
http://jp.fujitsu.com/group/fsl/en/


Discretix Ecosystem
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StandardsOperatorsOS Platforms

HardwareDevice Applications Server Side


