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Questions We should be asking?
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« What are my life-cycle erase requirements?
 What is the impact of erase/program cycles consumed ?

 Is it a Self Encrypting Drive (all the data all the time)?
* Crypto Erase is the only way to fully reach retired locations.
 Allows for efficient partial device erasure (e.g. TCG Band).

« What happens when | issue an erase command?
» Block Erase of ALL data flash including over-provision?
« What conditioning is done to avoid data remnance in the cells?
 What system data is not erased (SMART, bad block table, etc.)?
* |s the erase operation atomic across power cycles?
» Are there vendor mechanisms for recovering erased data?

« Can | erase a portion of the device (say a TCG Band)?

 What commands are supported for Erase?

« TCG Revert? ATA Security Erase Unit? ATA/SCSI Sanitize
Commands?
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SSD/SSHD Full Device Sanitize Options

Crypto Erase

‘ ‘ Over-write ‘ Block Erase ‘ Block Erase + ‘

Pattern Write

Sanitizes All Not Necessarily Not Necessarily Not Necessarily

Retired / Spare Blocks (Vendor Specific) (Vendor Specific) (Vendor Specific)

Full Array Erase / .

Program Cycle v, ey lusin Yes Yes, Both
(Pre-Erase)

Consumed

No defined way to “re- Block Erase Must Defeat write
Complexity write” flash Permanence virtualization entire array
(Vendor Specific) (Vendor Specific) (Vendor Specific)
Attestability Vendor Specific Vendor Specific Vendor Specific

* Vendor specific mechanisms are very difficult to reveal / understand / attest to.
« MLC and finer silicon geometries = precious few cycles in the life of the device.

= Encryption and Crypto Erase are the most efficient way to attestably sanitize
virtualized (flash) storage devices (maybe the only practical way?).

*1 (Examples for Flash Memory, SSD/SSHD not addressed) NIST “SP800-88: Guidelines for Media Sanitization”
NATO “Advanced Data Storage Technology (ADST) Memory Systems Sanitization Guidance”, Sept 2009
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