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What defines Corruption 

• Simply put, corruption is the failure of reading 
or writing of digital data 

• Common failures 
• System crashes 

• Power loss / Kernel panic / BSOD 

• Hardware 
• Media / Controller / mechanical 

• Software 
• Firmware / File systems 
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Detecting Corruption  

Linux/UNIX 
•Kernel Messages (Syslog) 
•FSCK 
•Boot errors 
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Detecting Corruption  

Windows 
 

•Event Viewer 
•CHKDSK 
•BSOD 
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Detecting Corruption  

VMware ESX 
 

•VC alerts regarding metadata corruption 
•Log files (vmkernel) 

• Volume XXXXX may be damaged on disk. Corrupt 
lock detected at offset 0 

• Resource cluster metadata corruption detected 
Volume  
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What should I to do? 

• Stop making changes 
• Shutdown services 
• Disable shares 

• Built in system tools 
• CHKDSK  
• FSCK 

• 3rd Party tools 
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Do you have backups 

• Eventually everyone will deal with data 
corruption or disk failure 

• Having backups can greatly effect the 
outcome of data corruption 

• Backups can be easy 
• Test restores  
• No backups = huge cost 
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Summary 

• Corruption is the failure of reading or writing  
due to system crashes, hardware or software 
failures 
 

• Stop making changes; use FSCK and 
CHKDSK in read only modes 
 

• Backups do you have them? 
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