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Why do We Care? 

• Data Loss Prevention !

• We all need high assurance sanitization of 

data. 

• Media Sanitization Standards can provide this 

assurance – they are here now. 
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Media Sanitization Standards
NIST SP 800-88, Rev 1

• Becomes THE Federal Media Sanitization Standard 

• Referenced by other Federal Standards. 

• Updated with sanction and guidance for Cryptographic Erase. 

• Updated with specific guidance for SSD & Hybrid Devices. 
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NIST SP 800-88, Rev 1: Guidelines for Media Sanitization 

Public Review

Sept. 2012
Publication

Summer 2013?

http://csrc.nist.gov/publications/drafts/800-88-rev1/sp800_88_r1_draft.pdf

http://csrc.nist.gov/publications/drafts/800-88-rev1/sp800_88_r1_draft.pdf
http://csrc.nist.gov/publications/drafts/800-88-rev1/sp800_88_r1_draft.pdf
http://csrc.nist.gov/publications/drafts/800-88-rev1/sp800_88_r1_draft.pdf
http://csrc.nist.gov/publications/drafts/800-88-rev1/sp800_88_r1_draft.pdf
http://csrc.nist.gov/publications/drafts/800-88-rev1/sp800_88_r1_draft.pdf


Media Sanitization Standards
ISO / IEC 27040

• ISO / IEC 27040 adding requirements for Media Sanitization

• Becomes the international standard. 
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ISO / IEC 27040: Information technology-Security techniques-Storage security

U.S. Vote & to ISO

Sept. 2013
Publication

Planned 2013

Comments

Now

http://www.iso27001security.com/html/27040.html

http://www.iso27001security.com/html/27040.html


NIST SP 800-88, Rev 1, pg. 8

• Purge for strong erasure with techniques that allow 

re-usability of media. 
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NIST SP 800-88, Rev 1, p. 30
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Note: TCG, SCSI (T10) and ATA (T13) Standards provide additional requirements for 

data to be erased by the erase Commands (primary, spares, retired, etc.).  



NIST SP 800-88, Rev 1, p. 10

• Cryptographic erase (CE) may be performed with 

high assurance & faster than other techniques. 

• FIPS 140 validated modules provide assurance for 

Federal Agencies.  
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NIST SP 800-88, Rev 1, Draft

Appendix D
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Conclusions

• Erase Standards are here for Solid-State and 

Hybrid Devices and readying for publication.

• Cryptographic Erase is a viable and 

sanctioned erase method. 

• Work with your device vendors to ensure 

compliance to these standards – For High 

Assurance Erase. 
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