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Layered Protocols
woSupport in Analysis Tools
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Hierarchical view display capability with multi
layer expansion into sub-layers

Multi-view capabillities

Processing capabllity of upper layer through
scripting to adopt to specification changes

Tooltip feature to highlight specification details

Performance and statistical analysis per
Instruction, by segment and overall trace

Compacting of repetitive traffic

Compacting of multiple 32 bit transactions into
64 bit upper layer commands



PCle Hierarchical View
SN Split Transaction
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Requesterily CompleteriDy DevicelD Register
00:00100 000030 003:00:0 003:00:0 0x000

Device ID Vendor ID : #LinkTras Resp. time Latency Thrpt MBi/s FPld. Bytes
OxFO15 Ox100F == 556 000 ns | 208000 ns 0014 335122 612 s
* Link Tra = 25 TLF Requesterily Devicel) Register || 1st BE
16 xB 114 00:00100 1 000030 003:00:0 0000 1111
'M - # Packets
Packet #456565 | (R 2 0014 . 335122 612 5
FPacket I 25 TLP Requesterily DevicelD Register
48665 *8 114 0000100 1 000:03:0 003.00:0 0x000
LCRC
0xA2TeBADB 208000 ns (0014 . 2235122612 s

FPacket 25 AckMak_Seq _Mum CRC 16
48668 R *8 DLLF ACK 114 OxFE13 12.000 ns 0014 335122 820 =

* Link Tra 2.5 TLP CplD Length Requesterih | Tag CompleteriD Status BCM

17 R ®3 4044 Cpl 10:01010 1 000:03:0 0 002:00:0

BTl Cievice |ID Vendor 1D quh"ics # Packets Resp. time Pld. Bytes Thrpt MB/s
0x00 OxFO15 0x10DF u] Packet #48670 2 336.000 ns 4 11.353
|l:|l.‘.l'14. 325122832 = |
FPacket B 2.5 TLP CplD Length Requesterlly | Tag CompleteriD Status
48669 8 4044 10:01010 1 000:03:0 ] 003:00:0 SC
Byte Cnt | Lwr Addr | Il el BRI Fe ] gl | 1) LCRC
4 000 0xFO15 0x100F 0xDa77yBT T2 2332000 ns (0014 . 235122832 =
FPacket 2.5 AckMak_Seq Mum CRC 16
AB6T0 i 8 e 2 4044 DT EAA -504 000 ns |0014 335123 164 =
Packet o COM SKIP Symbols
48666 K28.5 | K28.0 K28.0 K28.0 140000 ns |0014 . 235122 660 s
Packet . Lisd el oL Ze-lnElclgel | CRC 16 me
ABGBET S U 3R 0 209 1324 OxFF36 556000 ns |0014 . 335122 816 =




SAS Hierarchical View
SCSI Command Decode

i 551 Cmd. Source Address (H) Destination Address (H) Operation Code Obsolete (H) FUA_NV (H) FUA(H) DPO (H) ROPROTECT (H) Logical Block Address (H) Group Number (H) Transfer Length (H)

Control (H) |* Payload Data , 512 Bytes Tazk Attribute Tag (H) Status LUN (H)

Wetrics +|
00 0000 00000000000000000000 == B | 0x0:Simple oo 0x00 : Good

] SEP Frame Type Hashed Dest SAS Addr (H) Hashed Src SAS Addr (H) Changing Data Pointer (H) ReTransmit (H) Retry Data Frames (H) TLR CONTROL (H) Num of Fil Bytes (H) Tag (H)

Target Port Transfer Tag (H) Data Offsst () |* Info Unit (H) 3 CRC (H) Handshake | WRETEEE
126 (ns)

Source SAS Address (H) Destination SAS Address (H) S3P Frame Type Operation Code Logical Block Address (H) Transfer Length (H) Task Aftribute Tag (H) Link Data (H) #

Target RD Duration
B(ns)

53P Frame Type Haghed Dest SA5 Addr (H) Hashed Src SA3 Addr (H) Changing Data Pointer (H) ReTransmit (H) Retry Data Frames (H) TLR CONTROL (H) Num of Fill Bytes (H) Tag (H)

Target Port Transfer Tag (H) Data Offset (H) [* Data , 512 Bytes CRC (H) Handzhake Duration
920 (n)

Source SAS Address (H) Destination SAS Address (H) SSP Frame Type Tag (H) Link Data (H) #|

il i Duration

28.740 (us) 6 (ns)
55P Frame Type Haghed Dest SAS Addr (H) Hashed Src SAS Addr (H) Changing Data Pointer (H) ReTransmit (H) Retry Data Frames (H) TLR CONTROL (H) Mum of Fil Bytes (H) Tag (H)
28.913 (us)
Target Port Transfer Tag (H) Data Offset (H) [* Info Unit (H) ] CRC(H) Handzhake Duration
100 (ns)




SCSI Op
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USB Hierarchical View
SCSI Command Decode

Tag
0x899A6DES

=

Transfer

Bulk

139

ouT

EMDP | [
2 2 Storage

Logical Block Addr SB5U Passed i .
SCSI CDB READ(10 !“Hm Met
0x00000028 _ ||4096 bytes|| res=0x0 35 440 487 032 e

Mass

Transaction

36515

ouT

EMDP

1131 byvtes

0x4B

0x00001000 ICDB READ(10) 35 . 440 487 032
ACK
35 . 440 487 032

Packet

160089

ADDR
Ox87

[ENDP o5

001

Pkt Len

Idle
200.660 ns

Time Stamp
35 . 440 487 032

Packet

160090

DATAA
0xD2

Data

CRC16 Pkt Len
31 bytes |0x5D5B

Idle
299.330 ns

Time Stamp
35 . 440 487 366

Packet

160091

ACK
0x4B 8

Time
244 818 ps

Time Stamp
35 . 440 488 332

Transfer

140

IM

EMDP

3
Mass

1

Storage

Bytes Transferred
4096

Time
210866 ps

Time Stamp
35 440 733 150

Transfer

141

IM

2

ENDP

3
Mass

1

Storage

5B5U Passed

re — el

Time Stamp

b . AAN OA4 D40

Transaction

36575

EMDP
096 2 1

1113 bytes

ICommand Status Wrapper,

ACK

0x4B

35 440 944 016

GO0D status,

Residue Length=0

Packet

160222

0x96

ADDR

=y|ned CRCS
0x18

Pkt Len

Idle
333.330 ns

Time Stamp
35 440 944 016

Packet

160223

DATAA
0xD2

Data

13 bytes |0IxASEA

CRC16 Pkt Len

ldle
367.330 ns

Time Stamp
35 440 944 516

Packet

160224

ACK
0x4B G

Time
181 882 ps

Time Stamp
35 440 945 250

Tag

0x898A6DEB

Logical Block Addr FE_ SBSL.I Passed
SCSI CDB READ(10
000000030 40%6 bytes res=0x0

Time
750.018 ps

Time Stamp
356 441127 132




= High speed protocol convergence

= Storage over PCI Express architectural
description

= Command gueue generation example
= Emulating an SSD controller

= Emulating an SSD host

= Command Validation
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NE NVM EXxpress
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The NVMHCI Workgroup

released the NVM Express
1.0 specification on March 1,
2011 and is available at

Transaction

NVMe is a standardized high Physical
performance queuing Logical |

Interface and command set
optimized for PCle SSDs

NVMe is scalable from client
to enterprise applications

Electrical

11


http://www.nvmexpress.org/
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File Setup Record Generate Report Search View Tools Window Help
~ i i U TRG RT. = L] \ i &% 0| A e o i i FPQI AHOI

RequesterlD || ASQS |ACQS
000:00:0 383 | 383 £12.000 ns [ 0046 . 434 650 292 5

l I Admin Submission/completion Queue Size

Submission Queue Size (SQS)
Defines the gize of the Admin Submission Quede in entries. The minimum gize of the Admin Submission Quede is two entries. The maximum size ofthe Admin Submission Queue is 4096 entries. This is 3 0's based value.

Completion Queue Size (COS):

Defines the size of the Admin Completion Queue in entries. The minimurm size of the Admin Completion Queue is two entries. The maximum size ofthe Admin Completion Queue is 4096 entries. This is a 0's hased value.

ReqguesterlD | | ASQBE AddressHi | ASQBE AddressLow
000:00:0 0x00000001 0xEF224000 304.000 ns | 0046 . 434 680 804 s

Admin Submission Gueue Base (ASQB):
Indicates the G4-bit physical address for the Admin Submission Queue. This address shall be memany nade alighed thased an the valug in CC.MP3). All Admin commands, including creation of additional Submission Queues and Co

Admin Submission Queue Base Address

Tool Tips make it easy to understand
each register item in a field




Submission and
*“ Completion Queues
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-

Submission

Queue

Time Stamp
0030 . 998 377 752 5

Submission Queue
Head Pointer




000000000

Queue
Command

(1)

= Submission
Queue

Ring Doorbell
New Tall

(2

PCle TLP

PCle TLP
PCle TLP  pcle TLP

PCle TLP

Submission Queue

Tail Doorbell @ e’
Fetch Process
Command Command

Command Completion SQHD SaQlD

Host Memory

Time Stamp
0030 . 998 377 742 5

Process
@) Completion

Completion
Queue

Head y T~

Ring Doorbell
New Head

PCle TLP
PCle TLP
PCle TLP

|

PCle TLP PCle TLP

Completion Queue
Head Doorbell

NVMe Controller

(5] ®

Generate
Interrupt

Queue

Completion
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ASQBAddressHl ASQBAddressLow 8

Viewing the NVM Express 1.0c
ddmitialization Phase

Set submission and completion
gueues base addresses

Time Stamp

I S
MPTRHi  MPTRLow PRP1Hi PRP1lLow PRP2Hi PRPZLow CNS
@l 0xEE254160 | Controller]

Command Completion

Capabilities sent to Host memory



Viewing the NVM Express 1.0c

File Setup Record Generate Report Search View Tools Window Help

S0[% Bllle nHLH RAT AW ‘ ' o L gt oy 7

A
_[25] | CompleteriD | | OPC FUSE CID NSID MPTRHi MPTRLow PRP1Hi PRP1Low PRP2Hi PRP2Low CNS

| 000:00:0 | LIS Identifl | boO [0x0001 | 0x00000001 | 0x00000000 | 0x00000000 | 0x00000001 | OXEF263000 | 0x00000000 | 0x0000000§ | Namespace || §55.752 ps

est

Gmmndemnpieﬁon: HD T 'SCT M DNR Time Stamp
* o

Command Completion




Viewing the NVM Express 1.0c

Creating an I/O queue and Read command example

PIPRSL

Create 10 Submission Queue

OPC  FUSE CID NSID MPTRHI  MPTRLow PRP1Hi FH’lLuW PRPZHi  PRPZLow QSIZE QID CQID QPRIO PC

| 3 3 [uedium] 1]

RequesteriD Cummdeumpleim SQHD SQAD  CID P

{08:00:0 H 0x0000 | 0x0024 n

Physical Region Page pointer
Command Complegief
File Setup Record Generate Report Search View Tools Wi
== R 3 i L S LS ¢ O e 5 i) ¢ : (5 | O || Bkt |Link [t huw P A
- |

- [EE————————SSSSSeeeT—————
OPC FUSE CID NSID  MPTRHI MPTRLow PRP1HI PRP1Low PRP2HI PRP2Low LR FUA PRINFO

008:00:0 000:00:0 10 — |Read | b00 [ 0x0000 | 0x00000001 | 0x00000000 | 0x00000000K 0x00000001 | 0xEED31000 | 0x00000000 | 000000000 0xoooooooo 00000000| 0 | 0 | O0x0 |

Incompressible SR AL AF | EILBRT ELBAT ELBATM |

—
s “n




Viewing the NVM Express 1.0c

File Setup Record Generate Report Search View Tools Window Help

S B Bz

CompleterlD
000:31:1

CompleteriD_| [
00 1

ooo

s PRP List of pointers to
memory addresses

RequesterlD

3 o O g P e

[}

EEREE e | Command Completion) | St ] i I E Time Stamp




PCle Architecture Queuing
Ynterface (PQI)

SCSI Trade Association



* PCle Architecture Queuing
ST Interface (PQI)
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T10 has developed this standard.

Defines the transport methods for
exchanging information between Transaction

SCSI devices using a PCI

Express interconnect Physical
Defines a queuing layer, Logical
potentially used by SOP Electrical

Alternative to NVM Express
Target and Initiator Support
Targeting PCle 3.0

20
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Developed by T10 Committee

Compliance with SCSI
Architectural Model

Proposed support for SOP
target ports interfacing to flash
devices, RAID controllers, and
other SCSI peripheral device

types
Targeting PCle 3.0

SCSI Over PCI Express(SOP/SOX)

SCSI Over PCle

Physical
Logical

Electrical

Preliminary
Protocol Stack

21



SCSI Express SOP/PQI 1Q(Inbound
s Queue)
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PQI Host :
Q Elements are written to the element array by a

AIEE CICEE Iy producer and read from the element array by a
the array
consumer

\

Last element in

the array

Working
Copy of

[ M DG i St
10x0001 [l 1.218'sec [0140.929 074 268 s

PCle Link

PQI RequesterlD
61 000:00:0

Time Stamp

157 ] e
0x0001 20.440 ys | 0140 . 928 951 468 s

Inbound

1Q PI Us
PQI Device

PQI Device




SCSI Express SOP/PQI
100 Q(Outbound Queue)
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PQI Host .
. . Elements are written to the element
First element in

the array array by a producer and read from the

\ element array by a consumer

Last element in
the array

- r I
Working Local
Copy of | Copy of |

I oQcl | | oQcl

[ -
0x0001

10.616 us | 0142 .779495972 s

PCIl Express Link

| Index RI|| TimeDefial|  Time Stamp
0x00000001 | 0 ||| 9702ms |0140 919249844 s |

r Outbound
I Local | I Working | IUs
Copy of | Copy of |

I OoQPl | I oQP | PQI Device




Creating Administrative
and Operational Queues

-

(S
Creating an Operational Inbound Queue

= I
e [25) [[Requesten | Completerid T CF IULEN ROQID WA ReqlD _ OpCode  I1ID IQEAAHi IQEAALo  IQCIAHI
38 x1 || 010:000 |  000:00:0 0x60 | 0x00 | 0x003C | 0x0000 | 0xQ000 | 0x00048 Create Operational IQ | 0:000 | 0x00000000 | 0xBF70D000 | 0x00000000

. IQCIALo _ Num of Elements ElementLen IMN WFR CC MINCT MAXCT " ..col | TimeDefta  Time Stamp
0xBF7089C8 |  0x00000040 0x0040 | 0x0000 0x0000 | 0x000Qw®#BU00 | SOP || 79.776 us |0140.040995716s

(AL

ﬂ'@
Response ‘
IULEN Reserved WA _Reg D

Creating an Operational Outbound Queu

RequesterlD CompleterlD

[ IMN |WFR|| CC__MINCT MAXCT Protocr! uneDelta | Time Stamp

0xBF708BD8| 0x00000040 | 0x0040 |0x0003| O |0x0000 | 0x0000 | OxQOGQ8 0P | | 101.840 ys | 0140 . 038 995 284 s

LD e
%Qg %0?

"~ Pl _IT _CF IULEN Reserved WA ReqlD _ OPCode Status JQCI Offset Hi OQCI offset Lo | Time Delta |
33 . Success|
Admin Queue Operational Queue




SCSI Express Initialization
N
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File Setup Record Generate Report Search View Tools Window Help
m g RG RT. = =8 — =) 2 - v TN om0 - : T
=3 P e m 7L R IT-F - % P x| D[ 0 M e b 3 28D S (O R | R nk]Sput | T O

[ RequesterlD | CompleterlD | [

| x1][  o00:01:0 010:00:0 [[E8] idle || 1551 ms |0140 0322478925
= ‘{\{-#4 X ADMIN 1Q MAXADMIN OQ AIQE LEN AOQE LEN || Time Defta
i x40 | x40 0x40 | 0x40 || 9.36Bpus | 0140033807 908 s

N Q| M JCADMIN 0Q A
| 0x40 | oxa0

Time Stamp
0140.033 798 556 s

RequesterlD ADMIN IQ ELEMENTS ADMIN 0Q ELEMENTS INTERRUPT MESSAGE Time Stamp
S e — g 000 176.000 ns [ 0140 . 033 826 740 s
' rH Time Stamp
; 352.000 ns | 0140 . 033 826 916 s
RequesterlD 1 K Time Stamp _ I g Tall 1 Q Q Q
BN e S Creating Administrative 1Q and O ueues
; Time Stamp
328.000 ns | 0140 . 033827 572 s
’ Offset Hi Offset Lo - Time Stamp
L

RequesterlD | Completerd [~ & [

000:01:0 | 010:000  |[BRE] idle || 65.752ps 0140033 828 156 s

RequesterD | [ =[5 TE | [
000:00:0 | |[F0 [CreatingAQ|| 1001 ms |0140 033893908 s
RequesterD | CompleterD | [~ “[Eiou =] [
000:01:0 | 010000 |[ERE[ Idie
RequesterlD | ComplsterlD | Aﬂm’ﬂﬁ. Offset Hi  Offset Lo | 3 i Time Stamp . .
000.01:0 | 010000 | |@E 55 ] 0x00000000 | 0x00001000 || 18.856 ps | 0140 . 034 905 700 s Creatlng Operatlonal OQ Queue
RequesterlD \ CompleterlD \  OffsetHi  Offsetlo ||| Time Stamp
000010 | 010.00.0 | |aut o o 0x00000000 | 0x00001008| | 42.200 ps ] 0140 . 034 924 556 5
ReguesterlD ‘ L
000:000 | 0140 _ 034 966 756 s

A | 00p m
( 0Q

Cr ULEN ROGD 1 ) OpC

i

cC_ W

RequesterlD ‘ CompleterlD ‘
010:00:0 000:00:0 |

y . 0 q 0] i Ei OQEA OGF e \Lo
+ | 0x60 | 0x00 | 0x003C | 0%0000 | 00000 | 0x00f1 | Create Operational OQ | #0000 | 0x00000000 | 0xBF70E000 | 0x00000000 | 0xBF708BCS8

0x00000040 0x0040 [ 0x0001] 0 [0x0000]0x0000 | 0x0000

Time Stamp
- 034984860 s

e[ L T CF ULEN Ressned WA ReqlD P Code  Saws  )C Ofsel T T
1 010:00°0 1| 0xE0 | 0x00 [ 0x003C | 0x0000 | 0x0000 | 0x0001 | Create Operational OCll Success [l 0x00000000 | 0x00001018 || 22792 ps [0140 035 085 540 s




SCSI| Express
SOP Transfer Packet

Advancing Producer in Inbound Queue

File Setup Record Generate Report Search View Tools Window Help

S0P BHe " LY

RequesterlD

000:00:0

RequesterlD Completer
010:00:0 000:00:

RequesterlD |H I _ Time Stamp
010:00-0 0x0001 1 f9 0140 . 113 162 95

¢ # Packets ITEeDeay  Time Stamp
0140 . 604 041 748 s
MWi(32)  Lengih [ Addess | . eDsiEy T Si
n(32) eng e ime Stamp

010:00000 : 180.095 ms | 0140.739 115076 s

RequesterlD Time Delta i
010:00:0 10664 ys | 0140 919233 540 s

[EA I [ RequesteriD | [ Address | [ ) Time Slamp

01000000 [ 1 ][ 010000 |0 ‘ P

ReauesterlD Tindec ) 3| TmeDetay Time Stamp
000:00:0 0140 . 019 249 844 s
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SATA EXpress
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The Serial ATA International
Organization (SATA-10) developed
the specification

This protocol combines the SATA
AHCI software specification with the
PCle host interface

Transaction

SATA Express enables new devices Physical
to be developed that utilize the faster Logical
PCle interface and maintain -' .
compatibility with a broad base of Electrical

existing SATA applications

Data Rate Support
e PCle 2.x at x2 link for 8GT/s data rate
e PCle 3.0 at x2 link for a 16GT/s data rate

28
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File Setup Record Generate Report Search View Tools Window Help

W =] : - = - w i "
SH P B e m Ly aQ D | a8 &[/[6 &0 & i 21 L a2

[ RequesterlD | CompleterlD il | = | 'S EMS SX: Time Time Stamp

| 000:00:0 004:000 || ' 22976 ps | 0008 . 574 012 896 s
| |

‘ RequesterlD CompleterlD
[ 000:00:0 004:00:0

\E Rosened VR eta HBA Memory

000:00-0 | k] )
ReguesterlD | CompleteriD || | served MRSM IE F T Reglsters

[ 000:00:0 | 004:00:0

\ RequesterlD | CompleterlD

[ 000:00:0 | 004:000 ) 12200, 1. Port Control
[ ReguesteriD || RS lta

000:00:0

‘ RequesterlD | CompleterlD

| 000:000 | 004000 C ERECTE : = 2 GeneriC HOSt
Control(GHC)

‘ RequestarlD | CompleterlD : I HI . lta
‘ 000:00:0 | 004:00:0 2.088 ps | 0008 . 582 155 600 s

[ RequesterlD | CompleterlD m Time Stamp
[ 000:00:0 | 004:00:0 | | 2104 ps | 0008 . 582 157 688 5

RequesterlD Ti Time Stamp
000:00:0

‘ RequesterlD | CompleterlD

000:00:0 | 004000 | - . AHCI PCIe

CompleterlD

004000 | |RE] S Configuration
][ RequesterlD | CompleteriD ] o 5

[ 000000 | 004:00:0 o o n . Space Registers

000:00:0

RequesterlD
000:00:0

Compieterd| NS CAP: Host Capabilities
meooe IS 2 GHC: Global Host Control
R:qn:?:;:m ngﬁluet;i;m _E‘:':;: woooooooooooooooooooed 1S Interrupt Status
RequesterD |[ | Tl Pl: Ports Implemented

000-00:0 500000000000000000000000000000000




SATA EXpress
Port Control Setup

File Setup Record Generate Report Search View Tools Window Help
GO Y Bl oLl KA SRR DLed B DEE OF ADpwE®
ASP ALPE DLAE ATAPI APSTE FBSCP ESP CPD MPSP HPCP PMA CPS CR FR MPSS CCS FRE CLO POD SUD ST

de] 0 [ 0 Jo [0 [ oo Jofo[oJofofoJ1j1[ofof[1[0[0][0]0]

ICC  ASP ALPE DLAE ATAPI APSTE FBSCP ESP CPD MPSP HPCP PMA CPS CR FR MPSS CCS FRE CLO POD SUD ST

NoOp/ide] 0 [ 0 [0 [0 [ 0 | o JoJo o [oJofoft{t] o0 fof1]o0]o0fo]0]

ICC  ASP ALPE DLAE ATAPI APSTE FBSCP ESP CPD MPSP HPCP PMA CPS CR FR MPSS CCS FRE CLO POD SUD ST

defo[ o0 [0 [ o[ o JoJo[o[oJofofofojoJofojojofol]t]

ICC  ASP ALPE DLAE ATAPI APSTE FBSCP ESP CPD MPSP HPCP PMA CPS CR FR MPSS CCS FRE CLO POD SUD ST




Port 0-31 Control
Registers

PxCLB: Cmd List Base Address

PxCLBU: CLB Addr Up32b

Command 0

Command 31

Command List
Structure

PxFB: FIS Base Addr

PxFBU: FIS Base Addr Up32b

Table
Address

Received
FIS
Structure

Data payload is sent and received through
the PRDT (Physical Region Descriptor
Table) in Command List




= Layered Protocol Stack convergence

= Storage over PCI Express architectural
description

= Command queue generation example
= Emulating an SSD controller

= Emulating an SSD host

= Command Validation
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NVMe Device script
su..'......f Submlssmn Queue Setup

Mwmzzy ol | RequesteriD
I- 000:00:0

0029 . 315690 956 5

Mwmzzy ol | RequesteriD
- 000:00:0

Mwmzzy ol | RequesteriD
gl 01000000 | 2 |[ 000:00:0 | 8 |

= The host creates a command for execution
within the appropriate Submission Queue

= Admin submission queue base register

Ox7F55A000 is written to controller register,

later used by controller to fetch the read
command from host memory

#NVM O

Wait=TLP {
TLPType=MWr32
Length=1 }

#NVM 1

Wait=TLP {
TLPType=MWr32
Length = 2



NVMe Device script
* Command fetch

SUMMIT

R*— RequesterlD | CompleteriD Time Stamp
4 00 0 0| ox0 0x00 <

- 007.00:0 000:00:0

VI) SSHJQ!INFRRABEE“C“}]SOM)SMRFMLPAEPEH’SSMSOC&IS{XES NN OMNCS FUSES FNA VWC AWUN AWUPE N\

Josonn]_|_| o [oo o] o Joooolass 68| 0:00000004]0:0000 00000 | 0 | 0|0x00FF | 0x00FF | |

T LinkTra : MWr(32] Length

11020 |l R || "

= The controller fetches the
command(s) in the Submission

packet = TLP {
TLPType = MRd64

Queue from host memory Length = 0x10
= The Admin submission queue $aegq‘ie§f£”d = (8:00)
base address register LastDwBe = OXF
- FirstDwBe = OxF
Ox7F55A0001s read from AddressHi = (FROM_MEM32_A, 0x28 )
Implemented memory resource # Ox1

# OXEF224000 }



Agenda

= High speed protocol convergence

= Storage over PCI Express architectural
description

= Command gueue generation example
= Emulating an SSD controller

= Emulating an SSD host

= Command Validation
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* Testing NVM Express
SO

SUMMIT

= NVMe Registers emulation
o Setup Admin Queue
» Doorbell Registers

=  Admin Commands
e Delete I/O Submission Queue
e Create I/O Submission Queue
* Delete I/O Completion Queue
* Create I/O Completion Queue
 Get Log Page
e |dentify
e Abort
o Set Features
e Get Features
 Format NVM
« Extensible for Vendor Specific Commands




‘* Pre-Silicon Device Emulation

SUMMIT

RTL Design Phase
Denali, Synopsys

RTL Test Vectors

CATC Trace

PE Tracer
Export to

Generation
file

Z3 Exerciser
Generation Script




> . 4 Loading Config Space and
summir Implementing Memory Space

Write Address Space

File Path: Offset (bytes):

v|Cfg : criptsisys_device_cfg_space_w_msi_x_1_bar

Memo4 :
Mem32 A :
+|Mem32E : F:\Data_AlYWvMe_Emulationldentify 1
IOA:
IOE:

Clear

Summit Z3-16 SN:63055 }
B R 5 L5550 80 =, B | | |Device iT/s 777 |Detect Cuiet
Summit T3-16 5M:62102 | (DS |16 |25 | @S990 20000000

Us [x16 (25 90000000 00000000




)

N\

SUMMIT

" Link Tra
1965

SSD Drive Emulation

RequesterlD

ASQS [ACQS Time Stamp

000:00:0

127 | 127 0199.362722052 s

RequesterlD

000:00:0

ASQB AddressHi | ASQB AddressLow
0x00000002 0x3D61B000 2872ps |0199.362723 516 s

RequesterlD

000:00:0

ACQB AddressHi | ACQB AddressLow
0x00000002 0x3D61D000 2904ps |0199 362726388 s

RequesterlD

000:00:0

1 |NVM commandset| 0 |b00| b00 0 0 34200 ps |0199. 3627292925

RequesterlD

000:00:0

CompleterlD ||RDY |CFS | SHST
008:00:0 1 0 | bO0 14.988 ms (0199 . 36276349253

RequesterlD

000:00:0

Admin SQTQID =0
0x0001 192276 pus |0199 . 377751104 5

RequesterlD

CompleterlD OPC FUSE CID MPTRHi  MPTRLow  PRP1Hi PRP1 Low PRP2 Hi PRPZ Low CNS

008:00:0

000:00:0 AdminCmd Identify | b0O0 | 0x0000 | 0x00000000 | 0x00000000 | 0x00000000 | 0x00000002 | 0x3D2DA160 | 0x00000002 | 0x3D2DB0O00 | Controller

AT9m

5 |0199.3779

433808

25]
x4

RequesteriD
008:00:0

VID  33VID SN MN FR RAB IEEE MIC MDTS OACS ACL AERL FRMW LPA ELPE NPSS AVSCC SQES

a lUJ<‘15?IZI 0x1570 NYMeLeCroy000000 | 0x00000000AD55A468 | 0 | 0x0 | 0 0 |0x0303] O G 0 [63] 0 4 0 0

CQES

NN ONC3 FUSES FNA VWC AWUN AWUPF NVSCC MP ENLAT EXLAT  RRT RRL RWT RWL MP ENLAT EXLAT  RRT RRL
0 |0x44660000| 0x1

00 | 0] 2 | 0 00 0 0x0000 | 0x00000000 | 0x00000000 | 0x00 | 0x00 | 0x00 | 0x00 ot 0x0000 | 0x00000000 | 0x00000000 | 0x00 | 0x00

RWT RWL e

0x00 | 0x00

FsD2

EMLAT EXLAT HQTHH_RWTRWLPm3 Mp EMLAT EXLAT  RRT RRL RWT RWL Mp EMLAT EXLAT  RRT RRL

0x0000 | 0x00000000 | 0x00000000 | 0x00 | 0x00 | 0x00 | 0x00 0x0000 | 0x00000000 | 0x00000000 | 0x00 | 0x00 | 0x00 | 0x00 0x0000 | 0x00000000 | 0x00000000 | 0x00 | 0x00

0x00 | 0x00

1023 bytes || 663.720ps (0199 379122220 5

2]
w4

R~

RequesterlD
008:00:0

Command Completion SQHD S0 CID P a7 SC  S5CT M DNR
0x00000000 0x00071 | 0x0000 | 0x0000 |1 0x0000 | 0x00/| 0 18.232ps [0199.379785940 5

25]
x4

TLF
995

MWr(32) RequesterlD Address 1st BE |Last BE 'Mem'cs # Packets
010:00000 008:00:0 FEE3FOOC 1111 | 0000 |1 dwoxd|| O ||Packet#7599 2 10420 s

Time Stamp

0189.379 8041725

RequesterlD

Admin CQHQID =0 Time Stamp

0x0001 13.547 ms |0199.379 8145925 |

000:00:0




Setting up Controller Registers
)

‘!a’\.

o J
SUMMIT
Submission
queue size e
1920
Submission
queue BAR
T Link Tra : " MWr(32) Length o
. 1921 ; il 01000000 | 1 || 000000 | of]
Complet|0n T LinkTra : MWr(BZ] Length
queue BAR 1922 il ooo0000 | 1|
__-_-__
"LinkTra MW(32) — Length P address ] [
1923 .- Bl 07000000 | 1 || 000000 | ofj| FE400030
T LinkTra
Enable 1924
doorbell
execution
T LinkTra ; MWr(BZ]
1925 :
008:00:0
URA(32)
. . Mem e ———————— ———————
Submission |
queue !

tail doorbell

T Link Tra | TLP | MWr(32) Length JICERTEEEN] Address
Mem _____ —— ————
1928 010:00000 | 1 | 0oo: FE401000




ML

ldentify Command Execution

RequesterlD | CompleterlD Admin G OPC FUSE CID
008:00:0

MRd(b‘d] RequesterlD | CompleterD TC VC I
005000 (o] o\

HJSESFIMWC&M&MFFWSCC

[00 [ 0] 2[00 00 | 0 oo

ni(e4) _ Lengh [EETEEET
Gl o000 | 8 || 008000

MWr(G4) Il | RequesterlD
0711:00000 008:00:0
MWr(64)  Lenagth |REELIESE)
011:00000 008:00:0
MWr(54)

011:00000

MWr(54)  Length

011:00000

MWr(G4) gl | RequesterD
011:00000 008:00:0

MPTRHI  MPTR Low H?P"-i PRP1I_I:M PRPZHI  PRP2Low  CNS Time Stamp

Ideniify | b00 [ 0x0000 |000000000 X X )
,._.*-
o

)BO00 | Controller || 0199

#LinkTras

) Mei]‘l
ﬂ

RIBEIIICIIJTSOACSA{IMFRIMLPAH_FEH’SSWSDCS(ISCCES

o [on] 0] 0 |o

Explicit ACK Metics # Packets .
“ 70 158 428 5
F
Metrics # Packets
# Packets
S
# Packsts
S
VCID | ExplicitACK 'e s FPackets [TMEDEEN  Time Stamp

z|[ 0 |[Packet#7541 et




NE ldentify Command Execution

SUMMIT

System Memory command NVMe Controller registers

0x3D61B000 0x3D2DA160 3D61B000

System Memorv Data NVMe Device memory space

0x3D2DA160 0x70157015

0x3D61B000 3D2DA160




sSUMMIT

Emulated NVMe Device
In Device Manager

Shown

-
= Device Manager

File

Action  View Help

e | E HE B R &S

4 =4 user-PC

»

JBF AsusOtherDevices
¥ ATITool Utility

b 48 Computer

3

= Disk drives
B Display adapters

» o8 DVD/CD-ROM drives

.--::’;':J Human Interface Devices

; g IDE ATASATAPI controllers

: @ IEEE 1394 Bus host controllers
b D Keyboards

> ﬂ Mice and octher pointing devices
A Monitors

- ¥ Metwork adapters
-|fm Other devices

oo 5 Unknown device

> Y3 Ports (COM & LPT)

»

]

»

I Processors
-3 Sound, video and game controllers
A5 Storage controllers

L€E Community NVME Storport Miniport
ek IMicron IMB36X Controller

4N Systern devices
- Universal Serial Bus controllers




Emulated Drive Shown
In Disk Management

File Action View Help

| 2[F HE @ = =

A4 Computer Management (Local | Volume | Layout | Type | File System | Status | C | Actions
a '[[’j Systermn Tools o (C) Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 92| p. T
. @ Task Scheduler CwMNEWVOLUME ... Simple Basic FAT32 Healthy (Primary Partition) 2
- 2] Event Viewer @ Systern Reserved Simple Basic NTFS Healthy {System, Active, Primary Partition) 1 More Actions
2 Shared Folders
» & Local Users and Groups
. E{"E‘::ZI Performance
=y Device Manager
4 &8 Storage
= Disk Management
: :: Services and Applications

= AutoPlay

b

iDisk 0 ] | =
Basic System Reserved c)

831.51 GE 100 MEB NTFS 93141 GB MNTFS
Online Healthy (System, A+ | | Healthy (Boot, Page F

NEW VOLUME (E)

General options

Open folder to view files

el using Windows Explorer

L4 Disk 1 | 'f\ Speed up my system

Basic NEW VOLUME (E2) & using Windows ReadyBoost
255 .MB 253 MB FAT32
COnline Healthy (Primary Partition)

View more AutoPlay options in Control Panel

<icD-ROM O




Agenda

= High speed protocol convergence

= Storage over PCI Express architectural
description

= Command queue generation example
= Emulating an SSD controller

= Emulating an SSD host

= Command Validation
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SUMMIT

} EXi PRESS

Summit T28
Analyzer

Testing NVM Express

3 Summit T3-16
=< Analyzer

Summit T3-8
Analyzer

"Summit 3-16
Exerciser with
Test Platform

NVM Commands
Write
Read
Compare

Extensible for Vendor
Specific Commands

Queue Management

Come up in Device
Manager

Extensible Vendor
Specific Features (for
Get/Set Features)

Complete commands via
fused Commands (i.e.
Compare & Write)



IR

: This script performs basic initialization of an
NVMe device

; Set up BARSs;
; Enable bus master, memory space,
set interrupt disable;

; Set Max payload and read request in Device
Control;

: Write MSI-X table and enable MSI-X.

include="nvme_definitions.peg*
packet="Temp_ConfigWrite0"
{

Register = 0x10

Payload = ( BARO_ADDRESS_FLIPPED )
}
wait=TLP { TLPType = Cpl }
packet="Temp_ConfigWrite0"
{

Register = 0x14

Payload =(0)
}
wait=TLP { TLPType = Cpl }

Initialization example

; This script performs NVM specific
initialization by writing Controller registers on
the device

include="nvme_definitions.peg"

; Set ACQS and ASQS in AQA — Admin Queue
Attributes register

packet="Temp_OneDwordWrite"

{

Address = (CONTROLLER_REGISTERS_BASE +
0x24 )

Payload = ( 7FO07F00 )
}

; Set Admin submission Queue address base ASQB
high and low . This address corresponds to the base
address set for Mem_64 Host region in the
generation options file "host_go.gen"

; ASQ — Admin Submission Queue Base Address
low

packet="Temp_OneDwordWrite"

{

Address =

( CONTROLLER_REGISTERS BASE + 0x28)
Payload = ( 0080AA2F ) }



Agenda

= Layered Protocol Stack convergence

= Storage over PCI Express architectural
description

= Command gqueue generation example
= Emulating an SSD controller

= Emulating an SSD host

= Command Validation
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Exerciser Features for
,Iilll‘ii\"

Storage over PCle validation

SUMMIT

Read completion payload storage for later processing
to implement command queuing

Branch upon write payload and procedure activation
to implement doorbell registers

DMA descriptor implementation and the use of
descriptor data through field substitution

Creation of data structures in emulator memory
Trace export to generation file with different timing
options

Extraction of configuration file from trace and import
to device emulator



Command Validation-
NVMe - Generation script

=1 I l Rl
si.;.‘l:if
include="nvme_start.peg"
; Pre-program command in the Host Memory Region. This is the Mem_64 Host region
; defined in the generation options file "nvme_host_gen_options.gen"
; Command data is copied from the trace taken a the last call
AddressSpace=Write
{
Location=Mem64
Offset =0
Size =128
LoadFrom =
(Ox06 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x90 0xB1 0x25 0x3F 0x08 0x00 0x00 0x00
0x00 0xCO 0x25 0x3F 0x08 0x00 0x00 0x00 0x01 0x00 0x00 0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00

0x06 0x00 0x01 0x00 0x01 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00

0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 OXEO 0x47 Ox3E 0x02 0x00 0x00 0x00

0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00

0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 )
} # Identify Controller and Identify Namespace



Command Validation-
NVMe - Generation script

SUMMIT

; Write Admin Submission queueTail Doorbell Register
packet="Temp_ OneDwordWrite"
{
Address = ( CONTROLLER_REGISTERS BASE + 0x1000)
Payload = (01000000 )
}
; Wait for the Controller to process the command. This will include writing the Identify data,
; writing the Admin completion Queue, and sending the MSI-X interrupt at vector
wait=TLP
{
TLPType = MWr32
Address = ADMIN _INT_VECTOR_ADDRESS
}
; Write Admin Completion Queue Head Doorbell Register
packet="Temp_ OneDwordWrite"
{
Address = ( CONTROLLER_REGISTERS BASE + 0x1004 )
Payload = (01000000 )

51
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Command Validation-
NVMe - Verification script

# Constant definitions

# Test stage definitions, should be sequential

const STAGE_NVME_CONFIG =0;
const STAGE_ADMIN_DORBELL_1 =1;
const STAGE_READ_CMD_1 =2;
const STAGE_TRANSFER_DATA_1 =3;
const STAGE_WRITE_CPL_1 = 4;
const STAGE_SEND_ INTERRUPT_1 =5;
const STAGE_ADMIN_DORBELL_2 =6;

const STAGE_READ_CMD_2 =7;
const STAGE_TRANSFER_DATA 2 =8§;
const STAGE_WRITE_CPL_2 =9;

const STAGE_SEND_INTERRUPT 2 = 10;

#  Variable declarations

set Admin_SQB _Low = 0;
set Admin_SQB_High = 0;
set Admin_CQB Low =0;
set Admin_CQB_High = 0;
set PRP1_High =0;
set PRP1 Low =0;
set PRP2_High = 0;
set PRP2_Low =0;
set Cmd_Dw10 =0;

set CurrentldentifyXferredLength = O;

set TestStage = 0;
set CurrentChannel = 0;



Command Validation-
NVMe - Verification script

SUMMIT

# Function: OnStartScript()
# Description: The application calls this function at the beginning of the script execution.
OnStartScript()
{ ReportText( "Verifying ldentify Command..." );
SendAllChannels();
SendLevelOnly( _LINK));
SendTraceEvent( _LINK_CONFIG);
SendTraceEvent( _LINK_COMPLETION );
SendTraceEvent( _LINK_MEMORY );
Admin_SQB_Low = 0; # initialize variables
Admin_SQB_High = 0;
Admin_CQB_Low =0;
Admin_CQB_High = 0;
PRP1_High = 0;
PRP1 Low =0;
PRP2_High = 0;
PRP2 Low =0;
Cmd_Dw10 =0;
CurrentldentifyXferredLength = O;
TestStage = STAGE_NVME_CONFIG;}



Command Validation-
NVMe- Verification script

SUMMIT

# Function: ProcessEvent()
# Description: Entry point of the script.

# The application calls this function every time it finds the relevant trace event.
ProcessEvent()
{

CurrentChannel = in.Channel;

event_type = in.TraceEvent;

# transaction status checking

if( in.TransactionStatus == LINK_TRA_STATUS_INCOMPLETE )

{
FailTest( "Transaction wasn't complete at the Link Layer");
return null;

}

select

{
event _type == LINK_CONFIG : ProcessCfgRequest();

event _type == LINK_COMPLETION : ProcessCompletion();
event _type == LINK_MEMORY : ProcessMemReadOrWrite();
)i

return Complete();



NVMe Command Validation
Resulting Trace

RequesterlD | CompleterlD DevicelD  |Register|| Status | [eEREReHEREENETL ’Mem'cs #LinkTras
000:00100 064:02:0 129:00:0 129:00:0 0x008 sC 0x010802 2 165.760us |0002.7459516005
" Split Tra P 2. RequesterlD | CompleterlD DevicelD |Register|| Status | [EEEEEGGICEREN ) ’Memcs #LinkTras
10 000:00100 064:02:0 128:00:0 129:00:0 0x010 5C OxEC030004 2 159.864 us | 0002 747 117 3605
RequesterlD
064:02:0 0 |MVMcommandset| 0 |b00 0 26.8B88us (0002 7472772245
RequesterlD ASQS [ACQS
064:02:0 127 | 127 18.936us 0002 747304 125
RequesterlD ASCE AddressHi |ASCE AddressLow
064:02:0 0x00000004 0x2FAABDOD 40600us (0002 7473230485

Il
25
Il
25
Il
25
X1
25
X1
25
X1
25
4l
25

RequesterlD ACQB AddressHi |ACQB AddressLow
064:02:0 0x00000004 Ox2FAAADDD 37608us |0002.747 3636485
RequesterlD
064:02:0 WVM command set b0 | b0O 0 0 775.660 ms |0002.747 4012565
RequesterlD Admin SQTQID =0
m; 064:02:0 SQyTDEL 0x0001 704.000ns |0003.5230615525

RequesterlD | CompleterlD Admin Cmd OFC FUSE CID MPTRHi  MFTRLow PRP1Hi PRP1Low PRPZHi PFRF2ZLow  CNS
129:00:0 000:00:0 i Identify | b00 |[0x0000)0x00000000 |0x00000000 | 0x00000000 | 0x00000008 | 0x3F25B190 | 0x00000008 | 0x3F25C000 |Controller || 275.656 us [0003.523 0622565

RequesterlD FR RAB [EEE MC MDTS OACS ACL AERL FRMW LPA ELPE NP35 AVSCC SQES CQES NN
129:00:0 000000001

2007 ms [0003.523337912s
R 2 Fie s o0 Command Completion SQHD SQID CID P ST SC  SCT M DNR
129:00:0 0x00000000 0x0001 | 0x0000 | 00000 | 1 0x0000 (0x00 (0| O 76.352us (0003 5253447365
" Link Tra R |2 TLP | - MR LTl | RequesterlD | Tag Address 1st BE |LastBE ’M - # Packets
ili] 1070 Em 010:00000 1 129:00:0 0 FRABFOOC 111 | 0000 ||1 dword|| 0 ||Packet#133 | [kt 2 925880us |0003. 5254210883
RequesterlD Admin COQHQID =0
064:02:0 COyHDBL 0x0001 161.856 us |0003 526 346968 s
RequesterlD Admin SQTQID =0
064:02:0 SQyTDBL 0x0002 728.000ns |0003 5265088245

e 125 RequesterlD | CompleterlD Admin Cmd OFC FUSE CID MPTRHi  MFTRLow PRP1Hi PRP1Low PRPZHi PFRFZLow CNS
129:00:0 000:00:0 Identify | b00 |0x0001)0x00000001 [0x00000000 | 0x00000000 | 0x00000002 | 0x3E47EO00 | 0x00000000 | 0x00000000 |Namespace || 211.320us |0003.526 5095528




S

Conclusion

SUMMIT

Storage devices have adopted the serial
protocol host interface

SSDs are becoming an integral part of the
Enterprise infrastructure

SSDs are moving towards a PCle host
Interface

NVM Express, SCSI Express, and SATA
Express are new compelling implementations
for the SSD host interface

PCI Express based SSD implementations
leverage off PCl Express Analysis expertise
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