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 Established in 1999

 Professional staff of ~350 Employees

 Strong focus on R&D with ~170 R&D professionals 

 140,000+ Systems Deployed
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Mobile & Retail

Data transfer, backup,

management and

Diagnostics

Law Enforcement & 
Security

Mobile Devices Forensics
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Mobile Forensics
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Smartphone Users Reach to Phone     

~150x a day

# of times typical user checks phone per day

Source: TomiAhonenAlmanac 2013

http://www.businessinsider.com/mary-meekers-latest-masterful-presentation-on-the-state-of-the-web-2013-5#-52



Who needs Mobile Forensics?
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Process
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EXTRACTION
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Current Methods
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Logical vs. File System vs. Physical extraction
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Can I have your SMS?

UFED Logical Extraction
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Can I have your pictures as well?

UFED Logical Extraction (2)
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How about the emails, please?

NO

UFED Logical Extraction (3)
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Can I copy your File System?

Sure Thing.

Good luck with Decoding!

UFED File System Dump
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Good morning, sir.

Please run this program for me.

Here’s my memory. 

Have a blast figuring it out!

UFED Physical Dump
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Current Methods

• JTAG
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Current Methods

• CHIP OFF

Flash Memory Summit 2014

Santa Clara, CA 17



Decoding & Analysis
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Decoding & Analysis
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Data Path
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File system

SMS

Email

Calls

File system reconstruction



Architecture – Memory

D

A

C

B

H

E

F

G

NAND

FTLFTL

Device

MBR

Partition 1

Partition 2

Partition

Boot Record

sms.db part C

sms.db part A

sms.db part B

pb.db part B

pb.db part I

pb.db part H

pb.db part C

pb.db part A

pb.db part E

pb.db part D

pb.db part A

pb.db part F

pb.db part G

pb.db part J

File

sms4
sms3
sms1
sms5
sms2

Record

God, it took 

so long to get 

here!

God, it took 

so long to get 

here!



Architecture – Memory
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Physical AnalyzerBoot loader

Architecture – Memory Access
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Physical AnalyzerAndroid

Architecture – Memory Access
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More Challenges
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Summary
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Thank You

Ronen.Engler@Cellebrite.com
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