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System-of-systems are loosely coupled Embedded Systems which greatly benefit
from the high performance of modern SSD technology. Machine visioning, medical
iImaging, and advanced driver assist systems are among those storage-hungry
applications. However, communication latency and bandwidth in between the
systems have a significant impact on the overall robustness, cost and performance.

Current techniques based on fieldbuses such as CAN, Flexray, have begun to hit
the bandwidth wall and are more and more replaced by multi-Gigabit Ethernet plus
techniques for hardware-acceleration of networking protocol stacks.

We present a proof-of-concept implementation specifically targeted for storage-
hungry System-of-systems. Integrated into a modern FPGA with multicore ARM
CPUs to run Open Source Linux, single-chip solutions become possible which
provide full compatibility with all relevant network and storage interface protocols
and can reach userspace latencies within few microseconds.
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FlashMemory Missing Link Electronics is

We are a Silicon Valley based technology company with offices in —

Germany. We are partner of leading electronic device and solution % Fraunhofer
providers and have been enabling key innovators in the automotive,
industrial, test & measurement markets to build better Embedded
Systems, faster.

Our mission is yo develop and market technology solutions for iA XILlNX@

Embedded Systems Realization via pre-validated IP and expert ALLIANCE PROGRAM
application support, and to combine off-the-shelf devices with Open- GERLIPENEEEER—Eres
Source Software for dependable, configurable Embedded System

Heinrich Hertz Institute

platforms. De . Itera
Our expertise is I/0O connectivity and acceleration of data communication {{ j':’;"z::,'\:f:z

protocols, additionally opening up FPGA technology for analog
applications, and the integration and optimization of Open Source Linux

and Android software stacks on modern extensible processing
architectures.
MLE is a technology partner of Fraunhofer Heinrich-Hertz-Institute, a open. source

Certified Xilinx Alliance Partner, a member of the Altera Design Service
Network, and an active contributor to the Open Source software
ecosystem.
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Founded in 1949, the German Fraunhofer-Gesellschaft undertakes

applied research of direct utility to private and public enterprise and

of wide benefit to society. With a workforce of over 23,000, the

Fraunhofer-Gesellschaft is Europe’s biggest organization for applied ==

research, and currently operates a total of 67 institutes and research % FraunhOfer
units. The organization’s core task is to carry out research of
practical utility in close cooperation with its customers from industry
and the public sector.

Heinrich Hertz Institute

Fraunhofer HHI was founded in 1928 as "Heinrich-Hertz-Institut fur
Schwingungsforschung® and joined in 2003 the Fraunhofer-
Gesellschaft as the "Fraunhofer Institute for Telecommunications,
Heinrich-Hertz-Institut,

Today it is the leading research institute for networking and
telecommunications technology, “Driving the Gigabit Society” .
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FashMemory Hardware Acceleration of Protocols
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 Fast Network i/f
« 10GbE / 40GbE

« Dependable Protocol
- iSCSI

* Future-proof SSD i/f
* NVMexpress
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 Built for PCle and Flash
* Multi-Queue Facilitates Acceleration

CONTROLLER MANAGEMENT
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Ethernet Speeds — Log &

ethernet alliance
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Add Some History and Map it to Port Volume

Server Class Adal)ter & LOM Ethernet Ports

70

50

30

20

Ports (millions)

2008
2009
2010
2011
2012
2013
2014
2015

Source data: Crehan Research, 2012

e IEEE 802.3 Highel' Speed Ethernet Consensus Ad Hoc

2016

2017

2018

2019

B 100GbE
40GDbE

W 10GbE
1GbE

2020

September 2012

Flash Memory Summit 2014
Santa Clara, CA

Endric Schubert
endric@MLEcorp.com

11



\ /
\ 4
‘7‘7\

\\\
FlashM

emOI'Y 400 Gigabit/s Ethernet

[ SumMMIT

400G Ethernet MAC and PCS Demo
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emOI'Y Benefits of ISCSI
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Computational complexity, Unpredictable latency

2 2
EMC EMC.
where information lives

where information lives

Data Encapsulation into Network Packets SCSI to iISCSI Mapping

SCSI Command and Data

iSCS| PDU iSCSI PDU

iSCS| PDU i | PDU

Delivery of iSCSI Protocol Data
Unit (PDU) for SCSI

b e R [ RN EY

data read/write, etc.)

Reliable data transport and delivery (TCP
Windows, ACKs, ordering, etc.) Also
demux within node (port numbers)

iSCSI PDU alignment
with packets varies

Provides IP “routing” capability so that packet can
find its way through the network

Provides physical network capability (Cat 5, MAC, etc.)
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FlashMemory Hardware Acceleration Enabled by
e © Modern All-Programmable SoC

Programmable
/0O

Programmable &
Software

Programmable
Logic

“Put the processing burden where it belongs!”
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Network Protocol Acceleration
Technology from FhG HHI

Hardware Accelerated

High Speed

Hardware Architectures

Internet Protocol

2008/09

®  Uncompressed full o
HD video transfer

CONSUMER ELECTRONICS UNLIMITED

The global innovations show.

Mask-less electron
beam lithography

CONSUMER ELECTRONICS UNLIMITED

The global innovations show.

= Mask-less lithography = 1GbE TCP/IP = 10GbE TCP/IP 10GbE TCP/IP
systems stack stack stack
= Published in 2006 = Demonstrated at = Uncompressed full PCle IP core
2009 IFA HD video transfer
m  XILINXVIRTEX-II Uncompressed full

HD video transfer

High Frequency
Trading

High Performance
Computing

Mask-less electron
beam lithography

world

Exhibition&Conference
it's a smarter world

© Z Fraunhofer

Heinrich Hertz Institute

Endric Schubert

contact-HS@hhi.fraunhofer.de

endric@MLEcorp.com

2013-05-20
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FashMemory Network Protocol Acceleration

ewma - Technology from FhG HHI

Hardware Accelerated TriEes
Internet Protocol Hardware Architectures

System
Management

Driver

Applications, e.g.
Video Processing

TCP/IP TCP/IP

10 GbE 10 GbE

© Z Fraunhofer contact-HS@hhi fraunhofer.de 2013-05-20

Heinrich Hertz Institute
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Data Post Processing
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Application Layer
+ Application
i Layer
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| |
IP P

Internet Layer

Internet Layer

Network Layer

Network Layer
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Fraunhofer HHI

« Entire TCP/
UDP protocol
processing
inside FPGA

* Option to run
Application
Layer
processing in
HW, too!

State-of-the-Art
« Software-only

« TCP Offload
Engine (TOE)
* requires CPU
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Network Protocol Acceleration
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~ Fraunhofer
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FPGA / ASIC
A A A
HHI 10| Gigabit TCP/IP Btack y
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Network Protocol Acceleration
=t Processing Devices

Built on top of leading FPGA
technology, MLE offers a
complete integrated device

solution encapsulating Network

Protocol

Acceleration for 1GbE, 10GhE,

and beyond, plus Application
Specific Protocol handling in
hardware and/or software.

Example FPGA technology

e Altera: Stratix-5, Arria-10, Stratix-10

o Xilinx: Virtex-6, Virtex-7, Kintex-7,
Zyng-7, Kintex-Ultrascale, Virtex-
Ultrascale

1x QDRII+SRAM
4Mx18

1x QDRII+SRAM
4Mx18

36x DQ, 20x AD, 14x Ctrl
36x DQ, 20x AD, 14x Ctrl

Endric Schubert
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{6&&;@1 mmsj}

2x128Mbit
SPI-Flash

<6xn,zz:m.7:cm 1

ConfigFlash
XCF128XL

<-‘-&x DQ, 15x A, CiH - )

3x DDR3-DRAM
(48bit)
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Network Protocol Acceleration

FIaleMem
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« Stand-alone TCP/IP &
UDP/IP stack

«  Point-to-point 1GbE or
10GbE

*  Full line rate of TPRmMax
= 9.5896 Gbps

« TCP R/W latency of
TTR(W)=1.4 us

« UDP R/W latency of
TUR(W) 2 0.75 ps

* Round trip time of
RTTmin = 2.25 us

(2013 benchmarking
data from Fraunhofer
HHI)

Flash Memory Summit 2014
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Best in Class Performance

—A erage La t ncy HHI
Average Latency Solarflare
Average Latency Mellanox
——— Average Latency Chelsio

Endric Schubert
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FPGA Implementation via
FlashMemo
! emry High-Level Synthesis

HLS

HighLevel void top (a,b,c,d) {
Alsy::ietr:m — Impllgmenel::ion e
. gaordon func_A(a,b,i1); [T

func_B(c,i1,i2); | 7
func_C(i2,d) func_C

Testbench
return d;

}
e l"LI"L.I"L.I"L.FLI"L.I"'L.I"L
System Partition € ‘
8 cycles 3cycles
func_A func_B func_C
Hardware RTL Software
Partition Testbench Partition
- 8cycles 5cycles

ﬂ‘

oos | aFiow Figure 1-38: Dataflow Optimization

(A) Without Dataflow Pipelining (B) With Dataflow Pipelining

+ Xilinx UG902 - Vivado Design Suite User Guide, High-Level Synthesis
« Xilinx XAPP1209 — Designing Protocol Processing Systems with Vivado HLS
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Configurable, elastic
system

Balance data rates for
Latency and Bandwidth

« SSD
200k IOPS <
800 MB/s <
PCle Gen2 x2
10GbE

« SSD
800k IOPS
3 GB/s
PCle Gen3 x4
40 GbE
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MemOI'Y Flash-on-Ethernet Architecture

FetaLinux

on ARM-Cortex A9 Processor

I T ¢ [\ i i i
.
=5
of
+ 1]

m Y Y Y Y

ol

S <+ < <+ =

] L =

—. =] 44

re— m - L

T a . 2 5

= o 03] m 0

= e

Q

e aa » - =

Endric Schubert
endric@MLEcorp.com

rrrrrrrrrrrr

SSD

22



W\,

HasnMemry Flash-on-Ethernet

Lab Setup at MLE

« Avnet
Mini-ITX
o Xilinx
Zynq 7045
 PetaLinux
« AHCI SSD
via PCle
« NPAP
« 10GbE
Flash Memory Summit 2014 Endric Schubert
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 Good determinism

e Reasonable
Latency
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_Latency histogram (100000 samples per transfer size)
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e Embrace Faster Ethernet: 25GbE, 40GbE

PCle to Ethernet Throughput Matching

[ 2-lzne PCle

= 4-lane PCle

Max Throughput o lone Pl
[Gb/s] 60 i
== 100G Ethernet
40G Ethernet
e L ———725G Ethernet
F ] ©=—>10G Ethernet
(Courtesy:
———
Brad Booth, o . .
. 2 3 a
Microsoft . PCle Generation
! 172007 11/2010 | :
25G Ethernet CFI) [ Mmﬂﬁb"’s] { Max 8 Gb/s ] Ve * Source: Adee Ran, Intel
16 256 Ethemnet CFl t Reflects nominal data rates, not traffic patterns
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