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SUMMIT

e [rreversible
 Unrecoverable
 Non-destructive
* Verifiable
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FlashMemory \\'hy Data Security Is Important

http://www.informationisbeautiful.net/
visualizations/worlds-biggest-data-
breaches-hacks/
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AashMemory \\/hat is Erasure Verification?

e Third Party Validation of Erasure
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FashMemory T\O Types of Verifications

e Standard Interface « NAND Chip Removal
e SATA, SAS, PCl-e, etc.
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RashMemory \\ho Uses [t?

 Recyclers
 Resellers
* Drive Manufacturers
e Major corporations
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RashMemory How do you measure success?

e |s the data recoverable at:

e Logical Level?
« Using vendor unique commands/firmware hacks?

e Direct physical access?
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FashMemory Case Study

Kroll Ontrack/Micron Partnership
/dentifies Problems Before They Happen

I hird party erasure venhcation service assists manufacturer in adding data securty
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FlasnMemon Case Study

 SuUMMIT |

 New tool set containing
sanitize function

 Asked KO to Verify
Results
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FlashMemory Rawy Chip Analysis

e Desired Results: e Actual Results:
e “Fresh out of Box” e Majority of areas
configuration pattern filled
e Majority of areas « Some SSD system data
pattern filled e Minor amount

« Some SSD system data encrypted
unrecoverable data
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FlashMemory Cause/Resolution

 New safeguards introduced
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Thank You!
Please visit us at booth #821
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