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Session 103-A: Security In a Flash!  



Every Product is a Security Product 

§  Every product has hardware, code, & data storage – all potential hacks 
§  We must protect the devices, the things they connect to, and all the data 
§  Data Storage Products are at the heart of it all and must be secured 
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* Ernst & Young: Global Information Security Survey - 2015 

* ** ** 

 ** Ernst & Young: Cybersecurity and the Internet of Things 



Scary Product Cybersecurity World Out There 
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What is Security ? 

Security – A feeling of being adequately safe 
from threat or danger. 

  It is a Feeling! 
 

But we have to Take Action – What to Do?  
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Secure Products AND Product Security 
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Secure Products: 
Increasing Security Policies, Capability, 

& Cyber Protections in All Products  

Product Security:                 
Increasing Assurance All Products 

are Secure, Authentic, and Unaltered 

Infrastructure 

Manufacturing Supply Chain 

Assurance 

Product 
Development 

  AND 

 * Ernst & Young: "Cybersecurity and The Internet of Things" 

* 



Organization & Governance 
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 * Ernst & Young: Cybersecurity and the Internet of Things 

Security Ops  
Center 

Product Security 
Engineering  

Policy, Standards & 
Certifications Mobilization 

•  Processes  
•  Suppliers, Factories 
•  Products 
•  Customers 
•  Communications  
•  Training, Audits  

•  Security Inventory  
•  Threat Intelligence  
•  Incident Response 
•  Monitoring  
•  Fix Management 
•  Notifications  

•  Penetration Test  
•  Forensics  
•  Threat Research 
•  Security Research 
•  Tech Alignment 
•  Tools (e.g. SIEM) 

•  Product Certs 
•  Ecosystem Certs 
•  Clearances 
•  Standards  
•  Professional Certs 
•  Policies 

Product Security Office 

Technology, Products, Operations, Business, and Legal 

Corporate Risk Management 

Executives and BoD 

Information 
Security 

and 
eSecurity 

Office 

Physical  & 
People 

Security 
Office 

Concept of Product Security Office – From Research 



Standards Can Help Us 
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Open - Trusted Technology Provider Standard (O-TTPS) 

Comprehensive Open Security Provider Standard:  
o  Technology Development Section 
o  Supply Chain Section 
o  Option for Certification 

o  Common Corporate & Industry Language 
for Security and Cybersecurity 

o  Vast Support Resources 

Identify Protect Detect   Respond Recover 

From these we can build language, policies, and procedures that can be deployed broadly 



O-TTPS : Comprehensive Standard 

o  84 Total Requirements 

o  Good Product and Security 
Development Practices 

o  Good Supply Chain Security 
Practices 

o  General enough to interpreted 
broadly internally & across the 
industry 
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A Feeling of Organization & Security ?  
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O-TTPS:   Open Trusted Technology Provider Standard 

Supply Chain & 3rd Parties Development, Operations, & 
Products 

Customers & Markets 



Product Security : Key Take-Aways 

§  Every Product & Process is a Cyber Risk 
 
§  Need Secure Products and Product Security Assurance Industry-wide 
 
§  Need Organization, Governance and Standards 

Flash Memory Summit 2016 
Santa Clara, CA 

 
10 



Thank You! Questions? 
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Visit Seagate Booth  
#505 

Learn about Seagate’s ever-expanding portfolio of SSDs,  
Flash solutions and system level products for every segment  

www.seagate.com/flash 
 


