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The Problem… 

2005-2013:	over	864,108,052	records	
containing	sensi-ve	personal	informa-on	have	
been	involved	in	security	breaches			

					hBp://www.privacyrights.org/ar/ChronDataBreaches.htm	
	

In	2013,	U.S.	businesses		paid	an	average		cost	of	$5.4	
million	per	data	breach;	that’s	$188	per	record	

			$5.4	Million	Per	Incident						

 http://www.symantec.com/about/news/resources/press_kits/detail.jsp?pkid=ponemon-2013 
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Breach	No-fica-on	Legisla-on		

“… any agency that owns or licenses computerized data that 
includes personal information shall disclose any breach of 
the security of the system following discovery or notification 
of the breach in the security of the data to any resident of 
California whose unencrypted personal information was, or is 
reasonably believed to have been, acquired by an 
unauthorized person…” 
 

Example:	California	

Encryp-on	“safe	harbor”	
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Trusted	Storage	Standardiza-on	

Self-Encrypting Drives (SED) 



What		is	a	Self-Encryp-ng	Drive	(SED)?		
Trusted	Compu-ng	Group	
SED	Management	Interface	

AES	Hardware	Circuitry	
- 	Encrypt	Everything	Wri0en	
- 	Decrypt	Everything	Read	
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I    n    t    e    r    f    a    c    e 
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“Many organizations are considering    drve-level security 
for its simplicity  in helping secure sensitive data through the hardware 
lifecycle from initial setup, to upgrade transitions and disposal” 
Eric Ouellet                

Research Vice President 
Gartner 

• 	Simplified	Management	
• 	Robust	Security	
• 	Compliance	“Safe	Harbor”						
• 	Cuts	Disposal	Costs	

• Scalable					
• Interoperable		
• Integrated							
• Transparent	

SED	Superiority	



www.drivetrust.com Flash SSDs 
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  Automotive Use Cases 
  (Parallel Already Adopted Use Cases) 

0. Purpose Protect the Privacy of “User” Data (when the 
“user” isn’t using it.) 
1. Your car key (phone, whatever) that starts you car should 
cryptographically unlock all the data you and your 
passengers need.   
2. When you sell your car (repurpose a corporate vehicle, 
whatever) you should be able to cryptographically erase all 
“user” data very quickly (logging into your car’s web site). 
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