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▪ Levels of data erasure verification

▪ Trim and Garbage Collection

▪ Case Studies

▪ Compliance and erasure verification

▪ Recommendations



Abstract
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When it’s time to move on from a flash storage device, 

whether it’s due to device failure or a standard hardware 

upgrade, of course you erase the data from that device 

before disposing of it or repurposing it. 

But what if some of that data is still there at a deeper 

level? 

What might happen if customer data, intellectual property 

or other sensitive data ended up in the wrong hands?

We will paint the picture of the difference between a Level 

1 erasure verification versus a Level 2 and why it matters 

to clients that want to be sure that data is erased.



NIST Standards

National Institute of Standards and Technology

• Level 1 = Clear 

• Level 2 = Purge 

• Level 3 = Destroy
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Levels of Data Erasure Verification

• Level 1 erasure verification “clear”

• Overwriting storage space with non-sensitive 

data.

• Level 2 “purge” erasure verification

• Degaussing and executing the firmware Secure 

Erase command (for ATA drives only) 

• Utilize bitmap graphics, encryption vs XOR
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NAND Chip Off Eligible

Common Applications:

• SD cards

• MicroSD cards

• Compact Flash Cards

• CFast cards

• SSDs
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Popular NAND Brands

• Toshiba

• Silicon Motion

• Hynix

• SanDisk

• Intel
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Controller Functions

• Translation Tables

• Wear Leveling

• ECC - Error Correction

• XOR

• Page Allocation

• Garbage Collection w/ TRIM
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Case Study

• Chip Off Recovery from 

CFast Card

• 256GB Lexar CFast card.

• End user reformatted the 

card by mistake.

• No user data recoverable 

using Level 1 - Clear 

methods.
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Chip removal using infrared heating source. Chip preparation.



XORed Data
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Data Without XOR or Any Encryption
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Data in Encrypted Form
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Case Study

• Erasure Verification

• eMMC from a Samsung Galaxy

• Level 1 – Clear – Client uses 

proprietary software to securely 

erase device

• Pulled physical image from device 

using forensic tools to verify Level 

1 – Clear Verification. All 00s at 

logical level
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• Level 2 – Purge – Pull low level 

image to determine Erasure

• Wired to logic analyzer to identify 

pinout

• Wired to NAND flash reader

• Created proper configuration for 

NAND

• Read NAND for raw image

• Extracted XOR, built ECC (BCH) 

layout

• Reconstructed blocks to create 

logical image

• Extracted Android databases and 

other data
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Data recovered after proprietary erasure software
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Data recovered from previous use
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Data recovered from previous use
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Data recovered from previous use



Reasons for Erasure Verification

• HIPPA Compliance, company secrets, 

proprietary data, etc.

• Proprietary in house erasure method 

verification. Device reuse

• Companies NEED to know their erasure 

methods are in compliance with NIST and 

their clients expectation of privacy
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Garbage Collection w/ TRIM

• When TRIM is working properly, data should 

be gone. 

• Need Erasure Verification Service to ensure 

erasure methods and/or TRIM is actually 

working as expected per controller model

• Many controller models or versions have 

arbitrary erasure methods
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Recommendations

• End-users and businesses

• Encryption on top to ensure better chance of 

leaving no plain text at chip-level.

• Methods of encryption, BitLocker, PGP, File Vault, 

Checkpoint, etc.

• Controller manufacturers ensure secure erasure methods 

are in compliance with NIST standards
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Thank You!
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Questions?
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